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Risk

• Risk - ‘the effect of uncertainty on 
objectives’ (ANSI/ASSP/ISO 31000)

• The Risk Management Process

• "Although the contemporary crisis is loaded with bad news, 
this has not been its primary problem. It's the 'unknown.  
Give me bad news any day over complete uncertainty.“             
(Jim Paulsen, The Leuthold Group)



Uncertainty

• Uncertainty surrounding the pandemic 
has led to:

oGlobal Business Interruption 

oHealthcare system overloading

o The Economy

o Supply shortages

oCyber threats to remote work

oPsychological stress, isolation

o Job security, family health concerns

oPublic fears, rumors and change

oUncertainty about the future
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Risk Pathway 

Risk Drivers Exposure Trigger Incident
Consequences

Global travel
Environmental conditions

Social interactions
Unknown vectors

Employees/key personnel
Suppliers; Customers; Contractors

Healthcare/deathcare
Waste management

Loss of containment
Infected parties 

spreading infectionRisk Source:
New Virus

Pandemic

Impacts to people
Business objectives

Supply chain
Financial

Overall survivability 



Establish Risk Criteria and Context 



Select RA & RM Tools



Assess Threats - ‘What-if’?

# What If? How? Why? Current Controls L S
Risk 

Level

Risk Level 

Acceptable 

(Y/N)

Additional Controls L 2 S 2

Risk 

Level 

2

% RR

…we outsource 1/2 of 

our production to Asia?                   

Answer: We'll save $$$. 

We can hire 2 

operators for the 

same salary.

We want to diversify 

our supply chain

1 shift operation in 

our Midwest facility 4 3 N

Design unique connections for each 

chemical. Upgrade chemical unloading 

and transfer equipment with chemical 

portal separation, signage, locks, and 

2 3 50%

1

...the operator is 

exposed to SARS CoV?                                 

Answer: Probable death 

or severe illness

Traveled to Asia to 

train operators there

Diversify production 

and save $$$

Training and Good 

Hygiene practices
1 5 5 Y

Temperature check upon return. 

1 5 5 0%

2

…the oprator COVID 19 

is undetected?                       

Answer: Possible 

multiple exposures

median incubation 

period for COVID-19 

is just over 5 days

We need our 

experienced 

operator to improve 

productivity

 Procedural training

1 5 5 Y

Temperature check every day.

1 5 5 0%

3

…multiple operators 

become ill due to SARS 

CoV2 exposure?                       

Answer: Possible 

multiple fatalities and 

illnesses, business 

interruption

our RM was not 

aware that median 

incubation period for 

COVID-19 is just over 

5 days

Emerging risk! None (Inherent risk)

3 5 15 N

Bleach disinfection every day

2 5 10 33%

Structured What-if Risk Assessment (SWIFRA)



Are Layers of Protection Adequate?
Combined 

Consequences
RR

1 2 Severity Likelihood Risk Level Top Event S L
Risk 

Sum
CS C

Potential SARS-

CoV2 

SARS-CoV2 exposed 

operator
Workers exposure. 

Admin (Clean 

w/Bleach)
5 2 10

Low RH=11%
HVAC not properly 

operating

Minor respiratory 

irritation
None 2 1 2

Chlorine exposure Cleaning w/Bleach
Minor respiratory 

irritation
None 3 1 3

Event Cause Consequences

Current Layers 

of Protection 

(LOP)

Current State (CS) - 

Existing LOP RL

Combined 

Risks

Multiple Operators 

Exposed
5 3 15 13.5



Communicate Risk



Emphasize Risk Summation 

• SARS-CoV2 S=5; L=2: RL 10. We apply Admin. Controls – cleaning every day. 

• RH = 11% - low humidity can dry out the mucus that normally coats your 
nose and airways - making it easier to get infected

• Chlorine also affects the respiratory system – weaker defenses 

Source: National Geographic 



Transmission

Credit: Gary S. Settles/Science Source



Human skin vs. Stainless Steel –
Surfactant 





Viability of SARS-CoV-1 
and SARS-CoV-2 in 
Aerosols and on Various 
Surfaces.



Size Matters - Fine droplets  



MERV Rating – Filter Efficiency 
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Risk Drivers Exposure Trigger Incident
Consequences

Global travel
Environmental conditions

Social interactions
Unknown vectors

Employees/key personnel
Suppliers; Customers; Contractors

Healthcare/deathcare
Waste management

Loss of containment
Infected parties 

spreading infectionRisk Source:
New Virus

Pandemic

Impacts to people
Business objectives

Supply chain
Financial

Overall survivability 

Avoid/eliminate 
travel to hot zones;

Relocate 
operations

Substitute remote 
working; 

tele-conferencing
Less toxic 

disinfectants;
Segregation of key 

personnel 

Robust IT system; 
Isolation of infected; 

HEPA ventilation 
50% humidity

UV lights
Physical distancing; 

InfraRed Imaging 
temperature

Hygiene; Hand 
washing

 Self-quarantine

PPE

Business Continuity Plans
Employee Assistance 

Communication
Emergency funds



Layers of Control Analysis

2 3 4 5 6 7 S L
Risk 

Sum
Eng. Layers

Admin 

Layers

Financial 

Layers

E 

RM

A 

RM
F RM

Residual 

Risk

Potential SARS-

CoV2 

SARS-CoV2 exposed 

operator
Workers exposure. 

TI Camera - 

T Check

Social 

Distancing/

Warning

 Ventilation 

w/MERV 14-

16 

Separation 

2 teams/2 

shifts

Deep clean 

between 

shifts

PPE Isolation??? Quarantine 

& Return to 

Work

1st Layer 100K 

retention

Serious Illness 

and or Fatalities 0.7 0.9 0.95 2.99

Low RH=11%
HVAC not properly 

operating

Minor respiratory 

irritation

Increase RH 

to 50-55%

Business 

Continuity 

Plan

2nd Layer 

500K to 

primary 

Financial Losses

1.0 0.9 0.95 4.28

Chlorine exposure Cleaning w/Bleach
Minor respiratory 

irritation

Substitute 

Bleach 

w/Less 

toxic

Temp. 

Workers

3rd Layer 1 M 

to Excess 

Carrier

Loss of 

productivity 1.0 0.9 0.95 4.28

Event Cause Consequences

LOMA

Conse
quence

s Risk Reduction 

LOMA

Combined 

Risks FS

5 1 5

Additional LOP



Conclusions 

Risk assessment and risk management 
methods could be used to address risks 
related to SARS-CoV 2

Layers of defenses have been used throughout 
the years and have proven to be effective in 
reducing the risk from multiple threats.  

The OSH professional should consider this 
approach for the workplace when analyzing 
and designing risk reduction measures 

Rarely is one control method adequate in 
preventing or protecting people, property or 
environment from harm.  


